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Tiirkiye’s Disinformation Ecosystem: Manipulation, Intervention and

Ownership in Media
By: ilyas Akga
Contributor: Sarah Cammarata

Abstract

Tiirkiye’s disinformation ecosystem is characterized by pro-government actors aiming to
mobilize support. These actors strategically circulate disinformation through social media, as
well as traditional media, such as television, and on political websites. The Justice and
Development Party (AKP) manipulates media by proliferating pro-government narratives, as it
also shuts down media channels. Additionally, as emerging technologies, such as artificial
intelligence, increase in popularity and accessibility, Turkish media has been infected by pro-
AKP trolls. This report aims to outline Tiirkiye’s disinformation ecosystem within traditional
and social media, starting from the failed military coup in 2016. It first provides a brief history
of disinformation and outlines new technological influences on disinformation. Then, it
discusses the media landscape and its challenges, especially with digital media. Next, the report
outlines state-owned media and partisan media organizations, as well as manipulation
techniques, including virtual fakes and amplifiers. The report concludes with five approaches
to combatting disinformation.

1. Introduction

In illiberal democracies, disinformation is employed as a tool of authoritarianism
through press censorship and the suspension of basic freedom rights.! Paid or volunteer,
anonymous or identified users carry out online political activities and messaging to oppress
voices who are critical or oppositional to the political regime. Tools of disinformation are used
not only as a means of serving the domestic interests of the government, but also influencing
global public opinion.? Tirkiye provides an excellent case study to explore the modern
disinformation ecosystem. Tiirkiye’s ruling party, the AKP (Justice and Development Party)
uses government-backed trolls and pro-AKP social media accounts to praise Turkish president
and leader of the AKP Recep Tayyip Erdogan. These accounts demonstrate support for the
ongoing struggle against any opposition groups whether they are in or out of the country.®

Turkiye has been met with a series of domestic and international crises, including an
economic crisis, a coup attempt in 2016, a migration crisis and cross-border military conflicts.
These crises led to changes in the sets of tools utilized by pro-government actors to amplify
their narratives and demonstrate power over the media.* In this context, the media has been
vastly politicized and takes a partisan role in support of the government. The AKP
government’s key strategies include manipulating information in the media and proliferating
content related to pro-Erdogan and AKP narratives.

1 Bennett, W. L., & Livingston, S. (2020). A Brief History of the Disinformation Age: Information Wars and the Decline of Institutional
Authority. In The Disinformation Age (pp. 3—40). https://doi.org/10.1017/9781108914628.001

2 Yesil, B. (2021). Social media manipulation in Turkey: Actors, tactics, targets. In The Routledge Companion to Media Disinformation and

Populism (pp. 386-396).
3

Yildiz, E. and Smets, K. (2019). Internet trolling in ‘networked’ authoritarianism: A qualitative content analysis of tweets by regime
supporters and ‘AK trolls’ in July 2016. Middle East Journal of Culture and Communication, 12: 348-368.

4 Yesil, B. (2021). Social media manipulation in Turkey: Actors, tactics, targets. In The Routledge Companion to Media Disinformation and
Populism (pp. 386-396).
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The dissemination of disinformation and media control under the AKP can be classified
in three stages. In the first stage, the crackdown of the media started before the coup attempt in
2016. The AKP government aimed to cover up its own illegal actions, including fraud and
corruption with repression and appointed trustees to some media organizations (such as Zaman
Newspaper, Samanyolu TV, Bugun TV). This began to expose the dark face of the government.
In the second stage, the 2016 coup attempt marks a concerted increase in control of traditional
media and digital media.> The government’s decree laws have been used to take over media
outlets and silence critical voices. In the last stage, with the newly enacted disinformation law,
the AKP government has almost maximum control over the digital media. Now, it has the
ability to jail any person who is alleged to be disseminating untrue information about the
country's internal and external security.

The focus of this report is on Tirkiye's disinformation ecosystem. The overview will
discuss the rise of disinformation and fake news in traditional and digital media in Tirkiye.
Then, it will discuss the impact of artificial intelligence and the use of trolls and bots.
Additionally, it will explain state-sponsored disinformation and manipulation techniques. Next,
the report will examine ideas on how to prevent disinformation. This report will conclude with
a brief summary.

This report is descriptive and details the AKP government’s disinformation campaigns
in the domestic and international spheres. While academic and media reports have analyzed
Russian influence campaigns and its disinformation ecosystem in Tiirkiye,’® the impact of the
Covid-19 pandemic on fake news in Turkiye®, and the role of fact-checking organizations in
the country, only a few reports have solely discussed Tiirkiye’s information ecosystem.!!

It is imperative that policymakers understand Tiirkiye’s disinformation ecosystem as
the government increasingly cracks down on free speech and freedom of expression. The recent
introduction of the disinformation law, dubbed by some activists as the “censorship law,” ahead
of the presidential and parliamentary elections in May is especially concerning due to its
potential to intimidate individuals to self-regulate and its draconian prison sentences for
disseminating misleading news. 1?13

% Ibid.

& Unver, A. (2019, March 8). Russian Disinformation Ecosystem in Turkey. https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3534770
" Unver, H. A. (2019, April 21). Russia Has Won the Information War in Turkey. Foreign Policy.
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2. History of Disinformation and Emerging Technologies

Disinformation has deep roots. Throughout history, examples of disinformation, such
as deception, government propaganda, fake maps, and fake documents are present.!* It is an
element of internal or external interaction between groups, societies, and states.’®
Disinformation does not always aim to convince. It is also used for undermining opposition. It
deals with people to make them distracted, paranoid, or passive.!® The European Commission
defines disinformation as “all forms of false, inaccurate, or misleading information designed,
presented, and promoted to intentionally cause public harm or for profit.”!’ Its objectives are:
“i) deception; ii) profit gain; and iii) an intent to harm.” 18

The Bolsheviks first introduced the term disinformation (Russian: dezinformatsiya) in
the 1920s as a political tool to gain power.'® They established a pioneer disinformation office
under the GPU (The State Political Directorate) on January 11, 1923.%° It was authorized to
gather data on “the awareness of foreign intelligence services, utilising relevant information to
affect recipients, and exploring the awareness of societies”.?! Aditionally, it put false
information into circulation, and wrote articles for the local and foreign press.??> These
operations aimed to mislead decision-makers in both foreign countries and local residents. The
Bolsheviks’ strategy inspired other states to take up similar tactics. In the modern world,
military conflicts are more demanding and expensive than influence and perception operations,
making these tactics more appealing for states. In this context, disinformation serves the
interests of states by changing the perceptions of the other states’ target actors.?

Disinformation is often confused with other terms such as misinformation,
malinformation, and propaganda. Propaganda is a type of communication to endorse a
particular agenda or point of view. It can be employed to shape people's opinions or control
their behavior.?* Dis-, mis-, and mal- information each have nuances, especially in terms of
intention. Intentionally spreading fake or wrong information to deceive people is at the core of
disinformation. Misinformation is the act of sharing unintentionally false content without
realizing whether it is false or not. Malinformation describes factual information spread with
the intent to cause harm.? It is important to note that the dissemination of misleading and wrong
information can evolve. In other words, people who spread misinformation, who are unaware

14 Fallis, D. (2015). What Is Disinformation? Library Trends, 63(3), 401-426. https://doi.org/10.1353/1ib.2015.0014

15 Sarts, J. (2020). Disinformation as a Threat to National Security. In Disinformation and Fake News (pp. 23-33). Springer Singapore.
https://doi.org/10.1007/978-981-15-5876-4_2

% Lucas, E., & Pomerantsev, P. (2016). Winning the Information War, Center for European Policy Analysis Report, 10,
https://li.com/reports/winning-the-information-war (accessed 11 October 2022).

7 European Commission, Directorate-General for Communications Networks, Content and Technology, (2018). A multi-dimensional approach
to disinformation: report of the independent High level Group on fake news and online disinformation, Publications Office.
https://data.europa.eu/doi/10.2759/739290

8 Legucka, A., & Kupiecki, R. (2022). Disinformation, Narratives and Memory Politics in Russia and Belarus. Taylor and Francis.
https://doi.org/10.4324/9781003281597
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% \Wu, L., Morstatter, F., Carley, K., & Liu, H. (2019). Misinformation in Social Media: Definition, Manipulation, and Detection. SIGKDD
Explorations, 21(2), 80-90. https://doi.org/10.1145/3373464.3373475
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that the information is false, can be spread intentionally by other content creators with malicious
aims, weaponizing it as disinformation.

Although these concepts are not new, the contemporary information environment has
led misinformation and disinformation to thrive. In turn, governments and researchers have
begun to devote more resources to combating the spread of false information online. The speed
of information circulation pushes people to spend less time on news consumption.?® “This
information environment is fertile ground for conducting hostile disinformation campaigns”.?’
New information technologies facilitate the dissemination of inaccurate and misleading

information.?® In this regard, the quality and veracity of the news are important.

Additionally, emerging technologies, such as artificial intelligence and algorithms play
a role in spreading disinformation through digital media. The algorithmic structure of digital
media affects the visibility of content people are likely to engage with.? Artificial intelligence
and algorithms are designed to serve users’ interests with customized experiences.®® “The
algorithms that dominate our online lives are mostly proprietary and so inaccessible to
independent scrutiny”.3* This feature of digital media is abused by some actors, especially
political and corporate actors, through the use of bots and trolls. Trolls and bots may behave
like ordinary citizens on social media, yet they are “fake” citizens. For this reason, they are
regarded as a persuasive and credible way to spread non-factual content.> The power of
algorithms and their usage in our daily lives require increasing transparency and accountability
to reduce the spread of false information.*

Algorithmic-driven social media platforms also facilitate the artificial bloat of
problematic content via ‘automated accounts’ and ‘cyborgs’ (hybrid human/automated
accounts).® Sophisticated ‘deepfakes’ in online circulation and faking techniques also foster
the spread of disinformation.® The blurring of facts caused by the manipulation of images,
sounds, 3a6nd statements is now made not only by humans but also by artificial intelligence
devices.

% Newman, N. (2021, June 23). Turkey. Reuters Institute for the Study of Journalism. Retrieved October 12, 2022, from
https://reutersinstitute.politics.ox.ac.uk/digital-news-report/2021/turkey

2 Jayakumar, S. Anwar, N. D., & Ang, B. (2021). Disinformation and fake news (Jayakumar, N. D. Anwar, & B. Ang, Eds.). Palgrave
Macmillan. https://doi.org/10.1007/978-981-15-5876-4

2 Fallis, D. (2015). What Is Disinformation? Library Trends, 63(3), 401-426. https://doi.org/10.1353/1ih.2015.0014

2 Calvano, E., & Polo, M. (2020). Market power, competition and innovation in digital markets: A survey. Information Economics and Policy.
https://doi.org/10.1016/j.infoecopol.2020.100853

% Culloty, E., & Suiter, J. (2021). Disinformation and manipulation in digital media: information pathologies. Routledge.
https://doi.org/10.4324/9781003054252

% Ibid, p. (33).

32 Hameleers, M. (2022). Populist disinformation in fragmented information settings: understanding the nature and persuasiveness of populist
and post-factual communication. Routledge.

% Ananny, M., & Crawford, K. (2018). Seeing without knowing: Limitations of the transparency ideal and its application to algorithmic
accountability. New Media & Society 20(3): 973-989. https://doi.org/10.1177/1461444816676645

3 Cook, J., Ecker, U. & Lewandowsky, S. (2015). Misinformation and how to correct it. Emerging Trends in the Social and Behavioral
Sciences. https://doi.org/10.1002/9781118900772.etrds0222

% Crilley, R. and Chatterje-Doody, P. N. (2021). Government disinformation in war and conflict. In The Routledge Companion to Media
Disinformation and Populism (pp. 242-252).

% Salgado, S. (2021). Disputes over or against reality? In The Routledge Companion to Media Disinformation and Populism (pp. 101-109).
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3. Tiirkiye’s Disinformation Landscape in Media

The Turkish media system consists of dozens of national newspapers, new channels and
boasts hundreds of local print and broadcast networks.®” However, informal agreements
underlie media operations in the country. Although the ruling elite has financially-backed the
news media since the 1980s, the AKP era, starting in 2002, was marked by unprecedented levels
of the suppression of critical voices and low journalistic standards. “Under the leadership of
Erdogan, the AKP neutralized mainstream and oppositional media via legal and financial
attacks, such as the prosecution of journalists, expropriation of critical outlets, and levying of
tax penalties.””%®

Meanwhile, the AKP developed a series of partisan media conglomerates through
distributing government advertising to loyal businessmen, cheap credits and privatization
deals.®® 40 The political, economic and diplomatic crises that the AKP faced caused the
government to use the media as a government tool to a greater extent than before. For example,
pro-AKP news channels copy wording from headlines of partisan newspapers and peddle
conspiracy theories about the reasons for destabilization in Turkiye, demonstrating how
traditional media gives rise to disinformation.*

Furthermore, Turkiye is not a safe environment for journalists, with press freedoms
diminishing year after year. An Oxford-Reuters Institute report on Turkiye said that the country
was ranked 153 out of 180 countries in press freedom by Reporters Without Borders.*
Additionally, a separate report said that “Turkey is the world's largest jailer of journalists,
ranking 157 of 180 countries in the press freedom index of the watchdog group Reporters
Without Borders.”*3

Traditional Media

Before the digitalization era, traditional media, such as print newspapers, television, and
radio, were used to disseminate information and to share narratives and world views.*#%
Television remains the main news source for people over 35 in Turkiye, despite the shift toward
new media among millennials and Generation Z. That’s why control and manipulation of
information in traditional media is still regarded as an effective way to gain political profit and
support for the AKP government.*®

87 yesil, B. (2021). Social media manipulation in Turkey: Actors, tactics, targets. In The Routledge Companion to Media Disinformation and
Populism (p. 387).

% Ibid.

% Asker, M. and Baybars-Hawks, B. (2012). Media and democracy in Turkey: Toward a model of neo- liberal media autocracy. Middle East
Journal of Culture and Communication, 5(3): 302—321.

“0Yesil, B. (2016). Media in new Turkey: The origins of an authoritarian neoliberal state. Urbana and Champaign, IL: University of Illinois
Press.

“t Yesil, B. (2021). Social media manipulation in Turkey: Actors, tactics, targets. In The Routledge Companion to Media Disinformation and
Populism (pp. 386-396).
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43 Lowen, M. (2018, November 15). Fake news in Turkey: Hunting for truth in land of conspiracy. BBC News. Retrieved October 12, 2022,
from https://www.bbc.com/news/world-europe-46137139
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https://doi.org/10.1007/978-981-15-5876-4_2

4 Biihler, J., Murawski, M., Darvish, M., & Bick, M. (2020). Developing a Model to Measure Fake News Detection Literacy of Social Media
Users. In Disinformation, Misinformation, and Fake News in Social Media (pp. 213-227). Springer International Publishing.
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6 Weise, Z. (2019, April 18). Fact-checkers seek out grain of truth in Turkey's fake-news onslaught. POLITICO. Retrieved October 12, 2022,
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Traditional mainstream news media is greatly influenced by government-backed actors.
According to a Reuters Special Report, a source revealed that Turkish officials intervene in the
news, always to benefit president Erdogan.*’ In the report, a seasoned journalist said that “the
mainstream media in Turkey serves the function of concealing the truth more than reporting the
news”.*® For example, in 2020 Berat Albayrak — Erdogan’s son-in-law and former minister of
treasury and finance of Turkiye — announced his resignation via Instagram. While his
resignation was reported by international and independent Turkish news sources, staff in
dominant Turkish newsrooms waited and did not report on this issue for more than 24 hous
until the government announced it.** They stayed “virtually silent about the most dramatic rift
in Erdogan’s inner circle in his nearly two decades in power.”°

Tiirkiye’s regulatory institutions for the media are widely blamed for abusing their
authorities to punish media channels and sources criticizing the government.>* Moreover, the
Turkish media regulator (RTUK) — the Radio and Television Supreme Council — and the
official Press Advertising Agency (BIK) have recently imposed various advertising and
broadcast bans. For instance, “Olay TV, a TV channel created in November 2020, was closed
by their main shareholder after just 26 days, a decision its journalists blamed on pressure from
government officials unhappy with what they saw as favorable coverage of a pro-Kurdish
opposition party.”®? In another example, “the RTUK issued 22 administrative penalties against
several TV outlets” in the first half of 2021.%% In 2020, newspapers criticizing the government
suffered from 88% of all ad cuts and punishments imposed by BIK.** In October 2022, the
RTUK blacked out the news channel TELEL for three days over a critical comment about a
governmental institution from a left-wing Workers' Party of Turkey politician. The RTUK
justified their decision on the grounds of discrimination based on language, religion, and race.®

In addition, after the decree law was issued along with the state of emergency in 2016,
45 newspapers, 16 TV channels, 16 magazines, three news agencies, and 23 radio stations were
shut down because the RTUK said they posed a threat to national unity and jeopardized national
security [Figure 1-3].5%7In another example, approximately, 200 AKP supporters led by
Abdurrahim Boynukalin, the AKP Istanbul Deputy and head of the youth branch of the AKP,
attacked the building of Hurriyet newspaper, claiming that Erdogan’s words were distorted on
the newspaper’s website. Private security guarding the building prevented the group from
entering the building by locking doors. The attackers broke the revolving door and some
windows of the building.>® Then, the government, not wanting this incident to be widely

47 Spicer, J. (2022, August 31). Insiders reveal how Erdogan Tamed Turkey's newsrooms. Reuters. Retrieved October 12, 2022, from
https://www.reuters.com/investigates/special-report/turkey-erdogan-media/
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9 Ibid.

%0 1bid.

5t Tzabiras, M. (2021, August 17). Turkey: One to five years in prison for spreading 'fake news' on social media? IFEX. Retrieved October
12, 2022, from https://ifex.org/turkey-one-to-five-years-in-prison-for-spreading-fake-news-on-social-media/
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https://telel.com.tr/rtuk-bir-skandala-daha-imza-atti-tele1-3-gun-karartiliyor-720867/

% Cumhuriyet. (2016, July 27). Iste kapatilan 45 gazete, 16 televizyon, 16 dergi, 3 haber ajanst ve 23 radyonun ismi. Retrieved October 13,
2022, from https://www.cumhuriyet.com.tr/haber/iste-kapatilan-45-gazete-16-televizyon-16-dergi-3-haber-ajansi-ve-23-radyonun-ismi-
575381
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2022, from https://www.cumhuriyet.com.tr/haber/iste-kapatilan-45-gazete-16-televizyon-16-dergi-3-haber-ajansi-ve-23-radyonun-ismi-
575381

% Cumhuriyet. (2015, September 8). Madimak Usulii Gazete Baskim. Retrieved October 13, 2022, from
https://www.cumhuriyet.com.tr/haber/madimak-usulu-gazete-baskini-363291
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publicized, imposed a broadcast ban and access block to news sources about the incident.>® As
a result of increasing oppression and threats, citizens are looking for alternative news sources.
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Figure 1

Social Media, Trolls, and Algorithms

Digital media casts a wide net, due to its unprecedented ability to spread information
rapidly, in a wide variety of formats. The existence of various forms of content types on digital
platforms forces platforms to evolve quickly, and leads to the speedy consumption and
production of information.®* The rise of social media made possible the use of new journalist
techniques in reporting and more engagement between the public and news sources.®? As the
use of digital media increases, people have been dependent on major online platforms to find
entertainment or consume news.

On the one hand, digital platforms have the ability to reach larger audiences and enable
these audiences to monitor cross-border content more easily than broadcast media and legacy
print. Therefore, false information spread by the government and government supporters are
increasingly challenged because of the widespread access to alternate sources and fact checking
mechanisms.®2 On the other hand, the online sphere provides governments with a way to spread
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disinformation far more effectively.®* For example, in order to have more control over digital
media, the AKP passed the first national Internet Law in 2007.%°> Under this law, websites
publishing so-called harmful content and curbing Kurdish political statements were banned
because of threats to national unity. By the end of the 2000s, the number of blocked websites
was over tens of thousands.®

The AKP’s efforts to control digital media increased in the 2010s because politically
engaged citizens criticizing the AKP government began to rely more on digital outlets for news
sources.®’ That’s why especially after the coup attempt in 2016, the government declared a state
of emergency enabling the government to pass decree laws to intervene in social media and
digital communications. Even more concerning is that social media users posting anti-state
content began to be targeted by law enforcement.5®

The Gezi protests in 2013 led AKP officials to recognize the importance of social media,
which can serve as a space for organized protests. Therefore, the AKP began to build its own
media team.®® In the beginning, “a team of 6,000 ‘volunteers’ was formed in order to promote
the party perspective and monitor online discussions”.”® These ‘volunteers’ are called ‘AK
trolls’. The AK trolls consist of two major groups that are identifiable users (i.e. party members,
cabinet members, political consultants, etc.) and anonymous trolls.”

In 2016, the International Press Institute found that journalists are the main targets of
AK trolls. They are labeled as “traitor”, “terrorist” or “terrorist supporter”, as well as “kafir”
(infidel).”’? Additionally, AK trolls try to silence ordinary citizens, activists, and opposition
party politicians through abusive language and threats of arrest.”®> AKP-backed functionaries
count on bots to boost their hashtags to trending topics. Next, AKP officials and pro-
government users retweet these tweets boosted by bots, which are then picked up by pro-AKP
media to be spread as facts.”*AKP-backed social media operatives also try to mobilize party
supporters by spreading nationalist or populist content.”® “They frame Turkey as the underdog
victimized by the ‘West’ and Erdogan as the ‘man of the people’ who is under constant attack
by internal and external enemies.”’® In June 2020, Twitter revealed that it cracked down on a
web of 7,340 accounts made up of fake users and pro-AKP retweet loops. Stanford Internet
Observatory found that this ‘influence operation’ is linked to the AKP’s youth branches, which
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aim to increase the circulation of pro-government narratives and oppress opposition sides
through these operations.”’

While research on social media manipulation and disinformation in Turkiye often
focuses on AK trolls, another major actor in this space is Bosphorus Global. The entity was
founded by a pro-Erdogan pundit Hilal Kaplan and her husband. Although Bosphorus Global
claims to be an independent NGO, leaked emails revealed that Bosphorus Global is funded by
Berat Albayrak, Erdogan’s son-in-law and the former minister of treasury and finance.” On
behalf of Erdogan, Bosphorus Global runs websites and social media accounts to sway both
domestic and international public opinion. While domestic accounts primarily use narratives
targeting the PKK and Fethullah Gulen and his supporters, international accounts work to
discredit negative news published in the Western media about Turkiye.

Additionally, ‘cyber troops’ are actors that seek to manipulate online users. A 2019
Oxford Internet Institute report found a team of 500 cyber troops operating in Tlrkiye that
manipulate the online environment. The ‘medium capacity team’ consists of 500 ‘cyber troops,’
or “government or political party actors tasked with manipulating public opinion online.” These
Turkish cyber troops are affiliated with a government agency; are greatly active on Facebook
and Twitter; strive to suppress critical voices, spread pro-government disinformation and
messages, and manipulate media with videos and memes.”® By manipulating the algorithmic
structure of social media, they have the ability to reach many users and spread disinformation.&

4. Media Challenges and Tiirkiye’s Disinformation Law

In this news environment dominated by pro-AKP voices, citizens began to look for
alternative voices and turned to online news outlets, social media, and messaging apps.®! The
shift from traditional media to new media sources has been accelerated by the popularization
of digital media.??

Digital media enables three key groups — “journalists, election management bodies, and
young people who are active on social media” — to reach wider audiences.® Digitalization and
an increase in the use of social media were regarded as “a democratizing force that greatly
expanded access to information and freedom of expression”.* Yet, social media platforms
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abound with fake accounts.®® These fake accounts, especially bots, are used to spread
disinformation operations and provide the illusion of grassroots advocacy. In this context,
metrics can be manipulated by these actors to inflate the popularity of their content.®
Nevertheless, social media allows people to share ideas, shape debates, and participate in
organizations, while traditional mainstream media is restrictive in this sense.8” Hence, the
power of social media cannot be underestimated.

The freedom of expression fostered by social media can lead authoritarian states to
silence critics and increase their domination over social media. For example, Hungary
introduced emergency Covid-19 measures to prevent disinformation, which includes prison
terms for spreading misinformation.® Likewise, social media users, such as journalists, have
faced prosecutions due to their posts in Turkiye. In this sense, self-censorship on social media
has been widespread among social media users.®® Presidential Communications Director
Fahrettin Altun had said that “the ‘lic industry’ has mobilized all...disinformation policies,
making Tiirkiye the subject of disinformation campaigns in the process”.%® In this regard, in
May 2022, the AKP government proposed a law aiming to fight media disinformation.®1%

In October 2022, Tiirkiye enacted its disinformation law.*® Under the law, “anyone who
publicly disseminates untrue information about the country's internal and external security,
public order and public health with the intention of creating anxiety, fear or panic among the
public in a way that is conducive to disrupting public peace" can be sentenced to imprisonment
from one to three years.* The European Parliament said they are worried about the institution
of more restrictions on online news sources and social media platforms. They also voiced
concern over the vague wording in the definition of ‘disinformation” and ‘public order,” because
this can lead to arbitrary prosecutions.®® In parallel, the Council of Europe points out that the

% Fung, B. and Garcia, A. (2019). Facebook has shut down 5.4 billion fake accounts this year. CNN. Available at:
https://edition.cnn.com/2019/11/13/tech/facebook-fake
accounts/index.html#:~:text=S0%20far%?20this%20year%2C%20Facebook,removed%20in%20all%200f%202018.

8 Shao C, Ciampaglia G.L., Varol O., et al. (2018). The spread of low-credibility content by social bots. Nature Communications 9(1): 4787.
https://doi.org/10.1038/541467-018-06930-7

8 Benkler, Y. (2020). A Political Economy of the Origins of Asymmetric Propaganda in American Media. In The Disinformation Age (pp. 43—
66). https://doi.org/10.1017/9781108914628.002

8 wWalker, S. (2020). Hungary passes law that will let Orban rule by decree. The Guardian, 30 March. Available at:
www.theguardian.com/world/2020/mar/30/hungary-jail-for-coronavirus-misinformation-viktor-orban.

8 Newman, N. (2021, June 23). Turkey. Reuters Institute for the Study of Journalism. Retrieved October 12, 2022, from
https://reutersinstitute.politics.ox.ac.uk/digital-news-report/2021/turkey

% Daily Sabah. (2021, December 26). Turkey most exposed country to fake news globally: Altun. Daily Sabah. Retrieved October 14, 2022,
from https://www.dailysabah.com/politics/turkey-most-exposed-country-to-fake-news-globally-altun/news

%1 Spicer, J. (2022, August 31). Insiders reveal how Erdogan Tamed Turkey's newsrooms. Reuters. Retrieved October 12, 2022, from
https://www.reuters.com/investigates/special-report/turkey-erdogan-media/

%2 As an example and indication of the first use of the law of disinformation, a Turkish court arrested 16 Kurdish journalists and media staff on
June 16, 2022, on charges of “spreading terrorist propaganda". The European and International Federation of Journalists (EFJ-1FJ) and its four
affiliates in Turkey strongly condemn these mass detentions of journalists. The authorities have refused to provide comment on the legal
justification for the arrests because the investigation has been officially declared secret. “The massive arrests comes a few weeks after the
governing alliance of Justice and Development Party (AKP) and Nationalist Movement Party (MHP) submitted to the Parliament a bill on
‘disinformation and fake news’. “EFJ General Secretary Ricardo Gutiérrez condemned the latest attempts to muzzle the press: “European
journalists who met in Izmir earlier this week expressed their full solidarity with jailed and prosecuted journalists in Turkey. Your struggle is
our struggle and together we can resist censorship and repression.” European Federation of Journalists. (2022, June 17). Turkey: 16 Kurdish
journalists behind bars pending trial over terrorism charges. European Federation of Journalists. Retrieved March 1, 2023, from
https://europeanjournalists.org/blog/2022/06/17 /turkey-16-kurdish-journalists-behind-bars-pending-trialover-terrorism-charges/

% Sayn, A. (2022, October 13). 'Dezenformasyon’ Yasast Muhalefetin Itirazlarina Karsin meclis'ten Gegti. BBC News Tlrkce. Retrieved
October 14, 2022, from https://www.bbc.com/turkce/articles/crgzOvngOewo

% Euronews. (2022, October 13). Dezenformasyon Yasasinin TBMM'den gecen Maddelerinde Neler Var? Euronews. Retrieved October 14,
2022,  from https://tr.euronews.com/2022/10/13/dezenformasyon-yasasinin-tartismali-29uncu-ve-meclisten-gecen-diger-maddeleri-ne-
ongoruyor

% European Parliament. (2022, October 14). Tiirkiye: New legislation leaves door open for arbitrary prosecutions, WARN MEPS: News:
European parliament. Tirkiye: New legislation leaves door open for arbitrary prosecutions, warn MEPs | News | European Parliament.
Retrieved October 14, 2022, from https://www.europarl.europa.eu/news/en/press-room/202210141PR43221/turkiye-new-legislation-leaves-
door-open-for-arbitrary-prosecutions-warn-meps

11


https://edition.cnn.com/2019/11/13/tech/facebook-fake-accounts/index.html#:~:text=So%20far%20this%20year%2C%20Facebook,removed%20in%20all%20of%202018
https://edition.cnn.com/2019/11/13/tech/facebook-fake-accounts/index.html#:~:text=So%20far%20this%20year%2C%20Facebook,removed%20in%20all%20of%202018
https://doi.org/10.1038/s41467-018-06930-7
https://doi.org/10.1017/9781108914628.002
http://www.theguardian.com/world/2020/mar/30/hungary-jail-for-coronavirus-misinformation-viktor-orban
https://reutersinstitute.politics.ox.ac.uk/digital-news-report/2021/turkey
https://www.dailysabah.com/politics/turkey-most-exposed-country-to-fake-news-globally-altun/news
https://www.reuters.com/investigates/special-report/turkey-erdogan-media/
https://www.bbc.com/turkce/articles/crgz0vnq0ewo
https://tr.euronews.com/2022/10/13/dezenformasyon-yasasinin-tartismali-29uncu-ve-meclisten-gecen-diger-maddeleri-ne-ongoruyor
https://tr.euronews.com/2022/10/13/dezenformasyon-yasasinin-tartismali-29uncu-ve-meclisten-gecen-diger-maddeleri-ne-ongoruyor
https://www.europarl.europa.eu/news/en/press-room/20221014IPR43221/turkiye-new-legislation-leaves-door-open-for-arbitrary-prosecutions-warn-meps
https://www.europarl.europa.eu/news/en/press-room/20221014IPR43221/turkiye-new-legislation-leaves-door-open-for-arbitrary-prosecutions-warn-meps

law provision “constitutes an interference with the freedom of expression”.%® Additionally, the
timing of the legislation, ahead of the upcoming presidential and parliamentary elections in
Tiirkiye in May, has aroused suspicion about the government’s attempt to silence dissenting
voices and promote self-censorship.” In this regard, the UN the Office of the High
Commissioner for Human Rights (OHCHR) expressed their growing concern. They wrote that
the amendments “risk opening new avenues for repression of journalists, human rights
defenders and incentivising self-censorship” because “the laws were drafted and adopted
without meaningful consultation with civil society and media representatives”.®® The
disinformation law is a stark threat to freedom of expression, freedom of thought, and
democracy in Turkiye.

State Intervention in Traditional and Digital Media

Turkish traditional mainstream media is mainly controlled by allies of President
Erdogan. Therefore, disinformation has been unavoidable because much of the media goes
uncontested. *° Especially since the AKP came to power, newspapers have had less diverse
voices and are ideologically biased.? The dismissal of opposition journalists and the deepening
of self-censorship increased the vulnerability of mainstream media outlets and officials.'%
Independent media outlets and news organizations have been under constant political and
financiogl pressure and editorial threats. In this environment, fake news is disseminated like a
virus.!

Additionally, the state has enormous power over news organizations through regulatory
infrastructure and oppressive provisions. “Though commercial pressures and self-censorship
are significant factors that undermine press freedoms, the state nonetheless plays a central
role”.1%® According to a former journalist at the Hurriyet newspaper, “journalistic concerns have
been replaced by efforts to get along well with the ruling party and realize their wishes”.1%
Further, “the party gives instructions to determine the agenda”.'® Instructions mostly come

from officials in the Directorate of Communications, whose president is Fahrettin Altun.'%

The BIK, an affiliate of the Directorate of Communications created to prevent
disinformation, rejected claims that it is used as a means of punishment and censorship against
dissents. However, Tirkiye’s Constitutional Court decided that “BIK violated freedom of
expression and freedom of the press”, and “BIK’s actions went further than the aim of
regulating the ethical values of the press and have turned into a tool of punishment”.2%” Despite
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the fact that the BIK acts as a kind of Turkish strategic communication department and is
responsible for tackling disinformation, it prevents actual information when it does not suit the
government’s narrative.

5. Manipulation Techniques: State, Business, and Private Partnerships
State-Owned Media

A deterioration in news quality and political information, an increase in fragmentation
and polarization among people, and growing relativism in public debates lead media ownership
to become more concentrated.%® For example, Joseph Goebbels, the minister of propaganda in
the Nazi party, formed a massive media infrastructure that played “the most important role in
creating an atmosphere in Germany that made it possible for the Nazis to commit terrible
atrocities against Jews, homosexuals, and other minorities”.1%® With this power of media, they
demonized the ‘other,” through perception management.

Although TRT (Turkish Radio and Television Corporation) is officially the only
channel controlled by the state!’®, a number of acquisitions of major media groups over more
than a decade have caused these groups in Turkiye to be under the command of companies and
people close to the AKP government and Erdogan.'! The acquisition process began with
purchases by the Turkuvaz Media Group*'?, a pro-government organization. The CEO of
Turkuvaz Media Group is Serhat Albayrak, the brother of Erdogan’s son-in-law, Berat
Albayrak. The Turkuvaz Media Group bought the Sabah newspaper and ATV broadcaster.

“Those outlets are now among the government's most strident defenders”.1%3

State control over media groups tightened after the coup attempt in 2016.1* By using
emergency powers, the AKP government closed down around 150 media outlets; many of them
have alleged ties to the Hizmet movement (affiliated to owners close to Gulen’s ideas).!® 116
Just before the AKP government closed the outlets, the government had appointed trustees to
Zaman newspaper and Samanyolu TV.!" The buildings of these media outlets were raided by
the police forces.!'® Police forces attacked protestors who were against the decision.'?®
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Additionally, the assets of channels closed down by the decree law, such as Feza Samanyolu,
Bugun Tv, Samanyolu Tv, Kanal 35, Jiyan Tv, Azadi TV, Tv 10, Mehtap Tv, Yumurcak Tv
and Kocaeli Manset, were put up for sale by the state.*?® This situation shows how harsh the
AKP government is to any opposing news sources.

The last major media takeover was in 2018. Aydin Dogan, who had been an opponent
of Erdogan, sold Hurriyet and his other news media outlets to the pro-government Turkish
conglomerate company Demiroren Group.'?! After the purchase of CNN Turk in 2019 by a pro-
Erdogan group, there are no critical television outlets left.!??> Although there are still some
independent news outlets, such as Medyascope, dokuz8news, or Duvar, which have a large
number of social media followers and provide alternative news,'?3 “television is Turkey’s most
influential medium”.1?* According to a Politico article, “all social media combined is still less
dangerous than what TV channels are spreading”'?® because it has the ability to reach more
people. 12° Due to the fact that it is difficult to find data for verification, especially on sensitive
issues like military operations,?” people do not realize which information is factual or which
information is false. For this reason, they rely on information shared by government sources.

The Directorate of Communications!?® is tasked with coordinating government
communication. Its annual budget is around 38 million dollars.*?® In the beginning, its main
role was giving press cards to journalists, but its responsibilities are now much greater.**°
According to the Reuters report, decisions in the directorate are made by Altun and his
deputies.’** When important news breaks that cast Erdogan and the AKP government in a
negative light, Altun routinely contacts officials in the newsrooms to formulate a coverage plan.
For example, in February 2020, an airstrike in northwest Syria carried out by Russian jets killed
more than 30 Turkish soldiers. It was one of the deadliest attacks in the history of the Republic
of Turkiye. Yet, the coverage of the attack was limited to official statements from the
government with the command of the Directorate and Altun.*®? All of these cases indicate the
exposure of Turkish news media to the manipulation and disinformation campaigns conducted
by the government and its close components.
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Public-Private Partnerships

Reliable information depends on the ability and capacity of the media to disseminate
news and on the commitment of truth-seeking procedures. Media degradation can result in a
decline in any of these aspects.'®® Populism, “a set of ideas centered on the notion that ‘the
people’ are opposed to ‘the elite’”,** regards the media as a necessary political instrument to
garner support and reaffirm divisions within society. In this regard, populist leaders and parties
have close ties with public and private media, and confront and threaten critical media outlets.
Having unopposed media access is a significant force to spread messages tailored to the views
of leaders and their supporters. With the goal of populist leaders and parties in mind, media
outlets support populism on the basis of ideological alignment, economic interests, and political
considerations.*® The current media environment in Tiirkiye explains this phenomenon well.

Since 2014, Tiirkiye’s critical media outlets have either been shut down or bought up
by pro-government businessmen.!3 “The government strategy is to make everyone see, hear
and read only the government line”.*¥" With the acquisition of Dogan Media Group by
Demiroren Media Group, the traditional mainstream media’s shift behind Erdogan was
completed.

In Tiirkiye, partisan media organizations are called “Havuz media,” or “pool media”.1%
The Havuz media was first used to refer to raising money from pro-government businessmen
for the takeover of media institutions.'®® Ethem Sancak is a very well-known pro-government
businessman. Sancak, a longtime AKP executive, has received 166 public tenders in the last 10
years with just two of his companies.*® Previously, he had said, “I fell in love when I saw
Erdogan, such divine love can happen between two men”.2*! Sancak had a media group called
ES Media and was the owner of Star Newspaper, TV 360, and Kanal 24, all of which are part
of the Havuz media. Then, he sold his media group to another partisan businessman, Hasan
Yesildag, who had a relationship with Erdogan while he was imprisoned.'*> These complex
relations between partisan businessmen of Turkiye indicate that even if the owner of these
partisan media groups change, their ideological and political alignment are very similar to each
other - mainly nationalist, far-right and populist political ideologies.
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Inlas Holding, which owns TGRT and Tiirkiye Gazetesi, is a partisan media group.**®

The relationship between the AKP and Ihlas Holding is based on the personal relations between
Erdogan and Enver Oren, the founder of lhlas Holding. Erdogan published a message full of
praise on the 4th anniversary of the death of Enver Oren.}** The CEO of Ihlas Holding, Rasim
Kaan Aytogu'#, became the AKP's candidate for 1zmir 2nd region deputy candidate.!*® Cem
Kucuk is another person related to Ihlas Holding, who is a TV presenter on TGRT. He is also
known as a partisan journalist participating in a variety of programs as a guest speaker in
partisan media channels.!*” Kucuk has suddenly appeared as the AKP government’s
mouthpiece in media channels, carrying out their orders to instill fear among Turkish media
workers.'*® Cem Kucuk also threatened veteran journalist Bulent Kenes, the former editor-in-
chief of Today's Zaman, who, like dozens of other media workers, is facing arrest on trumped-
up charges.}*® Kucuk, who has connections with the Turkish intelligence service, said that
Kenes and others like him will be taken from where they are and brought to Tiirkiye through
secret operations.!>

The media outlets of Ihlas Holding and other partisan media groups are not expected to
be critical of the government and Erdogan because they make their profits thanks to their
partisan media activities. The Reuters report found that state advertising revenues are funneled
to pro-government publications, or Havuz media. On the other hand, government-appointed
regulators impose penalties on “independent or opposition news providers” for violating
Tiirkiye’s media law. RTUK issued 22 penalties worth 5 million TL ($570,000 at the time) to
independent channels in the first half of 2021. Ebubekir Sahin, who leads RTUK, described
RTUK in the Reuters report as “dependent on...instructions from the ruling party and the
Palace.” Yet, within this period, no pro-government channels were fined.™*

Manipulation Techniques: Turkiye and Global Disinformation

The toolbox of disinformation campaigns is greatly diverse. Disinformation campaigns
can include and influence television, radio and newspapers, and contain the use of networks’
influence agents, organized trolling, and digital media algorithms.*>? Manipulation techniques
can be classified under two overarching subheadings: the capacity to create virtual fakes and
exploiting the media system using disinformation through “a web of outlets and amplifiers”.1*3
The former concept includes fake accounts and bots, which aim to promote disinformation
narratives. The latter concept is when disinformation narratives are formed on alternative or

fringe platforms like Chan sites, but are then transported to mainstream platforms like
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YouTube, Twitter or partisan media by sympathetic content creators. This creates the facade
that the story is legitimate because it has been referenced in a circular way. Then, prominent
people within the disinformation ecosystem cite these “sources without making any false claims
themselves.”*®* In the context of Turkiye, these are mostly pro-government actors and famous
public figures who have thousands of followers.>

In TUrkiye, the information environment is polarized and manipulated by the accelerated
process of state intervention through legal instruments, as well as informal or illegal
collaborations between state and non-state actors. “Turkey’s newspapers, news channels, and
social media sites constitute fertile ground for dis/misinformation operations, especially given
a prevailing political culture premised on ‘us versus them’ cleavages.”*®

Governments conduct disinformation operations when they feel threatened by
geopolitical insecurity. For example, Tirkiye has used disinformation as part of its competition
with the EU in the Western Balkans. According to an EU Parliament report fake news and
disinformation in the region, the Turkish government conveys messages to the region and tries
to manipulate some of the public debate’®’. The TRT has provided web content in local
languages that directly support Tiirkiye’s official position on international and Balkan politics.
Additionally, in some Albanian-speaking parts of the Western Balkans, more visible
disinformation efforts can be found on social media targeting Islamic communities. This kind
of content often promotes president Erdogan’s cult and Tiirkiye 's role in the world as the leader
of Muslim countries.*®®

Another manipulation technique used by the government is restricting digital media.*>®
Digital media is dominated by a small number of companies such as Google, Facebook and
Amazon. Although these businesses launched with niche focuses, such as online shopping,
social networking, and web search, they have become gigantic structures on which all sectors
of economic and social life depend. Thanks to their ability to collect data from users who access
content for free, these companies also began to dominate online advertising.*®® These types of
business models are called “surveillance capitalist” models.'®* Within this model, users are
provided with free access to content while platforms collect users’ personal data, often without
their knowledge, and earn income through personalized advertising and other data-based
services.*®? Therefore, countries that use these applications are important for these digital media
companies.

These companies can be more vulnerable to enforcement imposed by these countries
that they benefit and profit from the most. For example, Tlrkiye is a big country with a
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population of 84.7 million people.*® It has 34.4 million active Facebook users, and has the 14"
most users in the world.%* Therefore, it is a huge market for digital media companies. The AKP
government exploits this situation and abuses their business-related economic interests by
forcing these companies to give concessions to Turkiye. In the second half of 2020, the
government “amended existing internet laws (mainly Law no. 5651) to require popular social
media platforms to have a legal base in TUlrkiye with an in-country representative to respond to
content removal requests”.’®® If these platforms do not comply with these regulations, the
government will impose a fine on these companies.®® Although the AKP government argues
that these regulations are for the protection of citizen rights,*®’ these digital media companies
have to accept any regulation or enforcement imposed on them to protect their profits in Turkiye
and not pay fines.

6. Strategies to Combat Disinformation
Fact-checking

Fact-checking has become one of the leading methods of responding to disinformation
globally.*®® It involves monitoring, detecting, and debunking disinformation during an
infodemic period.’®® As a response to hybrid threats, the development of fact-checking
mechanisms is significant.!’® Fact-checking tools, such as monitorization, detection, attribution,
and response are tools to fight against disinformation. In addition, collaboration with think tanks
and fact-checking networks are useful ways to increase the effectiveness of the fact-checking
strategy.!’

However, if fact-checking is not used or managed properly, tackling disinformation
through fact-checking can be a tool to spread disinformation. For example, if information is
falsely verified, this situation both serves to further disinformation and requires re-
verification.}’? Sayyara Mammadova, a research assistant at the Atlantic Council’s Digital
Forensic Research Lab, said that “attempts to spread disinformation and propaganda under the
facade of [legitimate] fact-checking service[s]” pose a new challenge for reliable
organizations.”'’® Yet, avoiding repetition of mis/disinformation, releasing corrections,

%3 The World Bank. (2021). Population, total -  Turkiye.  Retrieved January 12, 2023, from
https://data.worldbank.org/indicators/SP.POP.TOTL?locations=TR.

%4 Dixon, S. (2022, July 26). Facebook users by country 2022. Statista. Retrieved October 18, 2022, from
https://www.statista.com/statistics/268136/top-15-countries-based-on-number-of-facebook-users/

18 Newman, N. (2021, June 23). Turkey. Reuters Institute for the Study of Journalism. Retrieved October 12, 2022, from
https://reutersinstitute.politics.ox.ac.uk/digital-news-report/2021/turkey

166 Congar, K. (2020, February 14). Rekabet Kurumu'ndan google'a 98 Milyon tI'lik Rekor Ceza. euronews. Retrieved December 8, 2022, from
https://tr.euronews.com/2020/02/14/rekabet-kurumu-ndan-google-a-98-milyon-tl-lik-rekor-ceza-turkiye-haksiz-rekabet-tekel

167 Newman, N. (2021, June 23). Turkey. Reuters Institute for the Study of Journalism. Retrieved October 12, 2022, from
https://reutersinstitute.politics.ox.ac.uk/digital-news-report/2021/turkey

18 Greene, S., Asmolov, G., Fagan, A., Fridman, O., & Gjuzelov, B. (2021). Mapping fake news and disinformation in the Western Balkans
and identifying ways to effectively counter them. European Parliament.

169 pgrez-Escolar, M., Ordoiiez-Olmedo, E., & Alcaide-Pulido, P. (2021). Fact-Checking Skills And Project-Based Learning About Infodemic
And Disinformation. Thinking Skills and Creativity, 41, 100887—. https://doi.org/10.1016/j.tsc.2021.100887

170 pataki, Z. G., &amp; Mavrona, K. (2021, April 28). Countering hybrid threats and disinformation campaigns. Epthinktank. Retrieved
December 8, 2022, from https://epthinktank.eu/2021/04/29/countering-hybrid-threats-and-disinformation-campaigns/

11 Greene, S., Asmolov, G., Fagan, A., Fridman, O., & Gjuzelov, B. (2021). Mapping fake news and disinformation in the Western Balkans
and identifying ways to effectively counter them. European Parliament.

172 Tompkins, A. (2020, October 12). Is fact-checking effective? A critical review of what works — and what doesn't. Deutsche Welle -
DW.COM. Retrieved December 8, 2022, from https://akademie.dw.com/en/is-fact-checking-effective-a-critical-review-of-what-works-and-
what-doesnt/a-55248257

73 Interview via e-mail with Sayyara Mammadova on 28 January, 2023.

18


https://data.worldbank.org/indicators/SP.POP.TOTL?locations=TR
https://www.statista.com/statistics/268136/top-15-countries-based-on-number-of-facebook-users/
https://reutersinstitute.politics.ox.ac.uk/digital-news-report/2021/turkey
https://tr.euronews.com/2020/02/14/rekabet-kurumu-ndan-google-a-98-milyon-tl-lik-rekor-ceza-turkiye-haksiz-rekabet-tekel
https://reutersinstitute.politics.ox.ac.uk/digital-news-report/2021/turkey
https://doi.org/10.1016/j.tsc.2021.100887
https://epthinktank.eu/2021/04/29/countering-hybrid-threats-and-disinformation-campaigns/
https://akademie.dw.com/en/is-fact-checking-effective-a-critical-review-of-what-works-and-what-doesnt/a-55248257
https://akademie.dw.com/en/is-fact-checking-effective-a-critical-review-of-what-works-and-what-doesnt/a-55248257

avoiding negativism, reducing ideological and partisan tones, citing reliable sources, and using
graphics can increase efficiency.!’

Forming effective fact-checks is resource intensive. The fragmented nature of the online
environment makes fact-checking difficult for corrections to those exposed to
misinformation/disinformation; on average, it takes 10 to 20 hours for problematic content to
be fact-checked.'”® Access to data is another challenge for fact-checkers. Mammadova said fact-
checkers who work under “strict methodology cannot debunk the claims without at least two
reliable open sources. Sometimes this lack of sources prevents research from being
published.”*’® However, fact-checking organizations are adopting more holistic approaches,
“in which strategies are not limited to ‘checking,” but also spreading awareness in society in
terms of critical thinking.”*"’

In Turkiye, the verification website Teyit, “confirmation,” is a fact-checking
organization founded after a terrorist attack in Tirkiye. After the attack, news outlets started
publishing pictures of the terrorists. However, Teyit debunked some of the images by
identifying the men in the pictures. Currently, Teyit faces 25-30 suspect news items, rumors,
images, or videos.'’® According to the editor-in-chief, viral content, like during crisis situations
that exacerbate inter-communal tensions, are the most common type of news they encounter.*’®

Although these kinds of fact-checking organizations were founded to introduce fact-
driven discourse and help the media cover issues accurately, the change in the attitude of the
Turkish mainstream media from challenging politicians’ statements to being sympathetic to the
government makes Teyit’s job harder. Therefore, fact-checkers in Tirkiye also have to contend
with mainstream media actors that actively contribute to the spread of mis/disinformation.

Civic Capacity Building

Another recommendation is to strengthen civic capacity in the fight against
disinformation and provide consistent funding for initiatives and projects. Civil society
initiatives and organizations are progressively being utilized worldwide to combat
disinformation, often through an emphasis on human rights and bolstering democratic capacity
at the local level.’ One initative called “Check,” a product by the not-for-profit technology
organization Meedan, helps newsrooms identify misinformation and automates responses, and
can be used for elections, open-source investigations, research on misinformation and
translations.!8! There are also several country-specific initiatives, such as AfricaCheck, a non-
profit fact-checking organization created in 2012 that analyzes politicians’ statements and
supports media accuracy across Africa.’®? While it may not be possible to pursue civic
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initiatives in repressive regimes, this type of support has been effective in contexts such as the
EU, and should not be overlooked. 83

Rita Jonusaite, advocacy coordinator at EU DisinfoLab, an NGO focused on researching
and tackling disinformation campaigns targeting the EU and its member states, said that
financial support for civil society countering disinformation has been fragmented and mainly
project based. Jonusaite said that during investigations, organizations like theirs must often pay
lawyers to ensure that they are protected from possible legal issues following publications and
defend themselves against lawsuits by bad actors. They also need to boost cyber resilience,
none of which is usually covered by project funding.'8 Therefore, continuous and core funding
for civil society is vital.

Media and Information Literacy

Media and information literacy is another mechanism to fight disinformation. EU
DisinfoLab’s Research Coordinator Maria Giovanna Sessa said in an interview that beyond
digital content producers, television journalists and producers also hold a lot of responsibility
in combating falsehoods. “When we speak about disinformation, we usually exclusively focus
on online means of communication, but false and inaccurate content also circulates on
television, with little possibility of being flagged as misleading or fact-checked. Moreover, the
use of biased language and stereotypes perpetuates and consolidates negative narratives at the
expense of minority groups.”®® Sessa added that the most effective approach is through digital
training. The responsibility is on “these individuals who are the middleman between the people
and the information.”*86

Additionally, a human-focused approach could be cheaper to implement than
technology-focused solutions and provide long-term benefits. A RAND Corporation report
shows how information and media literacy boosts critical thinking, the desire to consume
quality news, and awareness of media bias - key factors in curbing misinformation.®” Even
small levels of exposure to media literacy training can improve consumers' responses to
disinformation or propaganda, as well as better understand news credibility.*®® Although these
types of training may take a long time to implement, the long-term efficacy outweighs the
challenges. It is important to invest in these programs, while pursuing technological solutions.

Strategic Communication

Strategic communication is one way to combat disinformation.'® It is defined by “the
purposeful use of communication by an organization or other entity to engage in conversations
of strategic significance to its goals”.*®® The main characteristics of strategic communication
are: it is conducted according to a predetermined and systematic plan, not just as a reaction to
current incidents; it includes activities at the strategic, operational, and tactical levels; and it
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necessitates the specific definition of the targeted segments.’® The head of Strategic
Communications at European External Action Service Lutz Gullner explains this process
briefly. The first step to identify and expose, to bring light into the darkness. The second is to
strengthen our own societal resilience as well as that of our partners within the EU, through
supporting activities in the field of media literacy, improving journalism and training. The third
is to work closely with social media platforms to better understand how falsehoods spread.!2

Strategic communication targets multiple groups and its main purpose is to promote
specific policy goals. In contrast to non-strategic communication, it adopts characteristic
communication means according to the receiver, rather than adopting a generalist approach.1%
In this context, the EU has improved cooperation and information sharing between its member
states and EU institutions to detect disinformation and respond jointly. It has mobilized the
private sector (technology providers, digital platforms, social networks, advertisers, and the
advertising industry) to combat disinformation. It supported high quality information by
empowering journalists and fact-checkers to recognize and fight against disinformation, and
raised awareness among citizens.!%

According to the EU Parliament, efforts in strategic communication to deal with
disinformation should grow in two directions: debunking disinformation and detecting
disinformation sources and transmission tools to identify and tag contents and alert users to
their suspicious origin.’® Close cooperation among major stakeholders, including states,
experts, and the public is also important.

Government Responsibility

Disinformation operations can influence all sectors of society. Coordinated attacks can
exploit vulnerabilities across the government, like cybersecurity, media oversight, health
systems, social security systems, and public transportation systems!®®. Governments must be
held responsible for fighting disinformation, as it is a grave threat to democracy. Foremost, the
coordination of government institutions to counter disinformation is required. Risk assessment
processes to detect and analyze influence operations and vulnerabilities are the responsibilities
of governments. Hence, capability development against disinformation is essential.

Governments must fund programs that track organized disinformation. **” They must
also have experts that can understand, respond, and have the technical means to react against
any disinformation activities, in every department - not just a few. “A comprehensive and
coordinated response to disinformation-centric attacks has proven to be one of the most
effective antidotes to the problem.”%
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7. Conclusion

Disinformation is a key tool of the ruling party in Tirkiye. Moreover, the AKP
government benefits from and fuels disinformation, and the media has become increasingly
partisan. The integration of traditional media into the government as a supportive tool facilitated
the spread of disinformation. The increase in pro-AKP and pro-Erdogan narratives, the
manipulation of media, neutralizing oppositional media and prosecution of journalists to silence
critical voices signals that the ruling party is not interested in democracy, but rather
authoritarianism.

As international media reports and academic articles have revealed, Turkish mainstream
media serves to conceal the truth rather than revealing the truth because it is constantly
vulnerable to state intervention. The major communications institution, the Directorate of
Communications, intervenes in the news in support of the AKP government and Erdogan.
Additionally, Tirkiye’s regulatory institutions for the media abuse their authority to punish
media outlets that criticize the AKP government.

The rise of fragmentation in society and deterioration in news quality led media
ownership to be more concentrated in Turkiye. The government misled international and
domestic public opinion, and ensured cultural deterioration through psychological warfare
tactics in the media. Although TRT is officially the only channel directly controlled by the state,
the acquisition of major media outlets by people close to the ruling government signalled the
end of pluralism in media activities.

Digital media is also under the threat of disinformation efforts by the government.
Although digital media is considered a challenge against authoritarian governments, digital
media also ensures these governments spread disinformation more effectively. In Tlrkiye, AK
trolls and Turkish cyber troops seek to influence public opinion online in favor of the
government. Bosphorus Global also targets Kurdish activists, journalists sometimes linked to
leftist groups or PKK and Fethullah Gulen and his supporters. By manipulating the algorithmic
structure of social media, labeling people criticizing the government as terrorists, and making
pro-government hashtags and issues trending topics, bad actors endeavor to suppress critical
voices and spread disinformation.

In order to tighten its grip on digital media more strictly, the AKP government passed
decree laws to be able to intervene in social media. Recently, it has enacted a new
disinformation law. Under the law, anyone can be sentenced to imprisonment for one to three
years for disrupting public peace by sharing any post, or message criticizing the government.
Although the AKP claims that the law prevents disinformation, the law serves nothing but for
silencing and frightening people.

The AKP government uses disinformation not only in the domestic sphere, but also in
the international sphere. In order to compete with the EU in the Western Balkans, Turkiye
manipulates some public debates by conveying messages through web content in local
languages. It promotes Erdogan’s cult and Tiirkiye’s role as the leader of Muslim countries.

Disinformation's threat to democracy and ability to foster authoritarianism in TUrkiye

demonstrates that disinformation must be tackled systematically and swiftly. The ruling party
abuses its power and spreads disinformation to its own benefit. The international community
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must continue to condemn the recent disinformation bill and advocate for the public’s rights of
freedom of expression, especially ahead of the elections this spring. While Trkiye continues
to promote digital censorship and crack down on the flow of information, the international
community must keep sanctions on the table to restrict bad actors’ disinformation activities.
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